Ipnovationsverbund
Offentliche Gesundheit

EUdI - Wallet Infrastructures

Creation Values in the EUdI Ecosystem

26.08.2024 - Konsultationsprozess - EGOM Arbeitsgruppe

https://inoeg.de

info@inoeg.de

ssssssssssss

*WIRVSVIRUS b

https://github.com/InOG-preojects



https://github.com/InOG-projects
https://www.inoeg.de/
mailto:info@inoeg.de

Agenda

m Digital Identities, but for whom?
m Classification of use-cases
o For people

o For entities

m Creating Value, for whom, and how?
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Digital Identities, but for whom?

e People
i.e. people staying in the EU
e Entities

Leqgal entities, starting with the german Verein up to corporations.



Classification use-cases: people

1. Tell me who you are!

2. Login by EUdi-Wallet

3. QES - Signing stuff

4. QEAA - Stuff other people say about mel

. Citizen - App
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Classification use-cases: people

= 2.Login by EUdi-Wallet

o Legal: Art. 5 eIDAS - the use of pseudonyms that are chosen by the user
shall not be prohibited
Technology: Password Manager
o Beneficiary:
m People have a SSO
m National Security - i.e. Databroker files
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Classification use-cases: people

= 3.QES - Signing stuff

o Legal: elDAS
o Technology: nPA - later eSIM, secure elements
o Beneficiary:
m People can sign stuff - golden feature in Austria
m Digital signatures as a commodity
m Signatures with implementation linked to required trust, see PSD2



Classification use-cases: people

= 4. QEAA - Stuff other people say about me!

o Legal: elDAS
o Technology: Implementation of oblivious transfer
o Beneficiary:
m People can proof attested attributes for their pseudonyms,
E.g. drivers licence when renting a car on a company account
m Do stuff online



Classification use-cases: people

. Citizen - App

o Legal: elIDAS, single digital gateway - OZG, RegModG



Classification use-cases: people

. Citizen - App

o Legal: eIDAS - OZG, RegModG
o Technology:
m Peoples App, e.g. Kulturpass App
m  NPA 125 presentation:
e hitps://vimeo.com/815264344
e https://bkastl.de/npal25/
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o Technology:
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m  NPA 125 presentation:
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Classification use-cases: people

= b, Citizen - App

o Legal: eIDAS - OZG, RegModG
o Technology:
m Peoples App, e.g. Kulturpass App
m  NPA 125 presentation:
e https://vimeo.com/815264344
e htips://bkastl.de/npai125/
e + chat with administration - i.e. Matrix implementation,
mTLRS allows for further messengers
o Beneficiary:
m People can interact with government conveniently
m Citizens are empowered to have their own piece of digital infrastructure



https://vimeo.com/815264344
https://bkastl.de/npa125/
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Classification use-cases: people

1. Tell me who you are!

2. Login by EUdi-Wallet

3. QES - Signing stuff

4. QEAA - Stuff other people say about me! @

. Citizen - App

All five in one App

Back-Ups can be
Integrated in the
Phones ecosystem

Infrastructure:

o nPA
o EUdi Wallet App
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Classification use-cases: Entities

= \We attest the following about a person

o Legal: eIDAS - QEAA

o Technology:
m l|dentifier for the device up to loa - medium (no loa high needed in B2X)
m Trust Anchor: “$ Organisation Register” #loveGermanbeaucracy

o Beneficiary:
m The organisation



Classification use-cases: Entities

= \We are special before the law!

o Legal: eIDAS - including QWACS
o Technology:

m Issue credentials usable for oblivious transfer
o Beneficiary:

m The organisation conforms with compliance
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Classification use-cases: Entities

® B2X needs no loa high
® Back-Ups can be

This is one of our people!

= This Devices belongs to us! integrated in classical
enterprise IT
= We attest the following about a person ® |nfrastructure:
o Registers
= \We are special before the law! o EUdI wallet of
the people

Bonus: No legal basis to use the Id-card for the job, but EUdI-Wallet



Creating Value, for whom, and how? People

1. Tell me who you are!

2. Login by EUdi-Wallet

3. QES - Signing stuff

4. QEAA - Stuff other people say about mel

. Citizen - App



Creating Value, for whom, and how? People

= . Tell me who you arel

Beneficiary: Institution in compliance to legal obligation
Buisness modell: elD Server offering
Privacy Tech: Tor? Solving the privacy issue



Creating Value, for whom, and how? People

= 2. Login by EUdi-Wallet!

Beneficiary: SSO for ppl in the EU
Buisness modell: none
Privacy Tech: password managers



Creating Value, for whom, and how? People

= 3. QES - Signing stuff

Beneficiary: people can sign things
Buisness modell: none then golden feature
Privacy Tech: nPA



Creating Value, for whom, and how? People

4. QEAA - Stuff other people say about mel

Beneficiary: people can show attributes
Buisness modell: service provider to entities issuing QEAAs
Privacy Tech: Various oblivious transfer implementations



Creating Value, for whom, and how? People

= 0. Citizen - App

Beneficiary: Agreed path to eGouverment
Buisness modell: Classical open procurment
Privacy Tech: Various, Corona Warning App



Creating Value, for whom, and how? Entities

= This is one of our peoplel Organisation itself
= This Devices belongs to us! Organisation itself
» \We attest the following about a person Organisation itself

We are special before the law! Organisation itself
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Take aways

= Thereis no market for citizens identities
itis up to the state to design all the interactions
=  Alluses of PID is highly requlated, loa high should be sparse
citizen realize that something special is going on
= The commercial beneficiary are almost never the private citizens
thus it’s hard to find a EUdI-Wallet business model for people
= A public infrastructure for organisations
might allow to access B2x values
= Make LoA high rare preserves Infosec and privacy
no scaling attacks on airgapped PID information in nPAs possible



Shameless self promotion - eGov contributions

= GO lots now public:
https://gitlab.opencode.de/ga-lotse/ga-lotse-documentation/-/blob/
main/solution-strategu/service-mesh/service-mesh.adoc?ref tupe=he
ads

= Thereis a talk about it:
https://media.ccc.de/v/froscon2024-3145-neue_abenteuer mit_open
source_in_der_verwaltungsdigitalisierung



https://gitlab.opencode.de/ga-lotse/ga-lotse-documentation/-/blob/main/solution-strategy/service-mesh/service-mesh.adoc?ref_type=heads
https://gitlab.opencode.de/ga-lotse/ga-lotse-documentation/-/blob/main/solution-strategy/service-mesh/service-mesh.adoc?ref_type=heads
https://gitlab.opencode.de/ga-lotse/ga-lotse-documentation/-/blob/main/solution-strategy/service-mesh/service-mesh.adoc?ref_type=heads
https://media.ccc.de/v/froscon2024-3145-neue_abenteuer_mit_open_source_in_der_verwaltungsdigitalisierung
https://media.ccc.de/v/froscon2024-3145-neue_abenteuer_mit_open_source_in_der_verwaltungsdigitalisierung

lch freue mich
auT die Diskussion.

Innovationsverbund
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Wtf ... is the InOG? A child of the pandemic
#WIRVSVIRUS

[ | M arCh 2020 DER HACKATHON DER BUNDESREGIERUNG
Part of the #wirvsvirus Hackathon of the german government
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Wtf ... is the InOG? A child of the pandemic
#WIRVSVIRUS

[ | M arCh 2020 DER HACKATHON DER BUNDESREGIERUNG
Part of the #wirvsvirus Hackathon of the german government

o digitales Wartezimmer - DataDump for public health centers

Digitales
Wartezimmiu
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Wtf ... is the InOG? A child of the pandemic
#WIRVSVIRUS

. M arch 2020 DER HACKATHON DER BUNDESREGIERUNG
Part of the #wirvsvirus Hackathon of the german government
o digitales Wartezimmer - DataDump for public health centers

o LabHive - Resource sharing platform for lab equipment

@ LabHive ™ P
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Wtf ... is the InOG? A child of the pandemic
#WIRVSVIRUS
[ M arc h 2020 DER HACKATHON DER BUNDESREGIERUNG
Part of the #wirvsvirus Hackathon of the german government
o digitales Wartezimmer - DataDump for public health centers
o LabHive - Resource sharing platform for lab equipment
o Coronika - a contact diary
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Wtf ... ist der InOG? A child of the pandemic
#WIRVSVIRUS

DER HACKATHON DER BUNDESREGIERUNG

m Marz 2020
Part of the #wirvsvirus Hackathon of the german government

" September 2020 Ipnova’fionsverbund .
Innovationsverbund Offentliche Gesundheit Offentliche Gesundheit

#wivsvirus becomes #wirvsbleistift (us vs. pencils)
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Wtf ... ist der InOG? A child of the pandemic
#WIRVSVIRUS

2020 DER HACKATHON DER BUNDESREGIERUNG

m Marz
Part of the #wirvsvirus Hackathon of the german government

m September 2020 _
Innovationsverbund
Start Offentliche Gesundheit

Innovationsverbund Offentliche Gesundheit

= Marz 2021 - IRIS connect RIS s O N Trm—
IRIS-connect, a civil society respon8e't§

the luca app

Innovationsverbund
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Wtf ... ist der InOG? A child of the pandemic
#WIRVSVIRUS

] M érz 2020 DER HACKATHON DER BUNDESREGIERUNG
Part of the #wirvsvirus Hackathon of the german government

m September 2020
Start Innovationsverbund

. . . . Offentliche Gesundheit
Innovationsverbund Offentliche Gesundheit

Innovationsverbund
Offentliche Gesundheit

| M é. rz 2 O 21 - I R I S conne Ct J’S initiiert von geférdert durch
IRIS-connect, a civil society responsyz_ hnect (e o teier siune)
the l.uCa app WIR HELFEN LEBEN RETTEN

m October 2021 - Impftermin (=
When the vaccination looks for you! E
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Wtf ... ist der InOG? A child of the pandemic

) #*WIRVSVIRUS
[ M arz 2020 DER HACKATHON DER BUNDESREGIERUNG
Ursprung ist der #wirvsvirus Hackathon der Bundesregierung
m September 2020 _
Innovationsverbund
Zusammenschluss Offentliche Gesundheit
Innovationsverbund Offentliche Gesundheit
. M é rZ 2 O 21 I R I S ‘ glf?gx'?lti::%?‘éeeﬁl:::&eit ‘ (* Bjorn Steiger Stiftmza
IRIS_COnneCt, die c nneCt WIR HELFEN LEBEN RETTEN
Zivilgesellschaftliche Antwort auf die Luca-App
-~
|
m Oktober 2021 - Impftermin f
Dein Impftermin bucht dich! | )
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What does the InOG do? NGO, Tech & Forschung

m NGO Founding - 24.02.2022
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Was macht der InOG? Vereinsmeierei, Tech & Forschung

m Vereinsgrindung - 24.02.2022

m Gemeinnutzigkeit - demnachst_TM

m Forschung mit der TU MlUnchen
o Bachelorarbeit
"Wie kann am Beispiel des OGDs das Konzept des Crowdso
in der offentlichen Verwaltung etabliert werden?"
o Masterarbeit
"Prozessanalyse der deutschen Gesundheitsamter"
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Was macht der InOG? Vereinsmeierei, Forschung & Tech

m Vereinsgrindung - 24.02.2022

m Gemeinnutzigkeit - demnachst_TM

m Forschung mit der TU MlUnchen

m Signierte Container - Sommer 2023
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Wie arbeitet der InOG?

g‘#:x;?cohls‘éee"s%;%ieit (* Bjorn Steiger Sz‘iftmz@ g g 9 g g
WIR HELFEN LEBEN RETTEN
Initiiert vom Innovationsverbund Finanziert und geférdert Kostenlos nutzbar

Offentliche Gesundheit (In0G) e.V. durch u.a. die Bjorn Steiger Stiftungfiir die Offentliche Hand

Impuls aus der Zivilgesellschaft stellt Produktstruktur zur Verfligung, Softwareprodukte sind
Menschen stellen ihre koordiniert Dienstleister fur Open Source und werden
Fachexpertise zur Verfligung geregelten Verfahrensbetrieb und der Offentlichen Hand
arbeitet ehrenamtlich als Verein ist direkter Vertragspartner fur die unentgeltlich bereitgestellt
mit d&hnlichem Verstandnis wie Offentliche Hand Digitalisierung wird

THW, Samariter, DRK oder Malteser vorangetrieben

digitale Aqilitat
Struktur

Seit Innovationsverbund
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